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Abstract

This paper presents a rationale along with a proposed de-
sign for a pluggable access control architecture for use in
tandem with the Linux Security Modules currently under
development.

1 Introduction

There seems to be a burgening of new security features
and archtitectures that are, for the first time, reaching out-
side of the classic security community and into the main
stream.

With the release of the NSA Security Enhanced
Linux [SELinux] and the Role Set Access Control work
[RSBAC] coupled with the tradtional MLS systems that
the TrustedBSD project [TrustedBSD] is targeting, the
open source release of key components of a B1 system
by SGI [OB1] and the alternative approaches such as
Linux Intrution Dectection System [LIDS] and SubDo-
main [SubDomain], things have suddenly become more
interesting, and more complex.

The main reason for this increase in complexity is not
becuase of the variety of security models and policies,
those have always been there, what is different, is that
each of the above is open source. What does open source
bring to the problem ? Code sharing.

Priviously high assurance operating systems were the
preserve of commercial vendors that could afford, not
only the resources to develop the software, but that found
it easier to justify the increased merge costs when incor-
porating a new version, simply because that was done so

rarely.
While there were a number of independent projects un-

derway that were attempting to add manditory access con-
trol into the Linux kernel, none had yet been folded into
the main source tree and hense were distributed as a set
of patches. There is nothing inherently wrong with devel-
opment by patches, it is a time honoured feature of Liux
kernel development, but they are nevertheless a nightmare
to handle, since the patches are against a vanilla kernel
which will have noresemblence to that which the devel-
oper is using.

The problem finally came to head with a posting by Li-
nus Torvalds who, when asked on a private mail list what
the security goals were for 2.5 development replied.

. . .

The embedded people don’t really want security
management (or rather, to them, the simple “root is
all” approach is fine, and takes up less space than
more complex schemes with the selinux kind of se-
curity managers etc).

And even the security people aren’t really sure which
sort of security support they want (or rather - they
all KNOW which kind of security management they
want, but there are as many different opinions as
there are people).

So I’m not interested in any one particular approach,
TE/DTE/MLS or whatever. I can’t even discuss the
difference intelligently anyway (or even play at it),
but what I can tell is that there is no “one right way”.
And that’s without even getting into the issue of what
the policy should be for them.

Which means that whatI would require from some-
thing that gets integrated into Linux is either:

1



Draft 1.12

• true simplicity. “euid == 0” is this. capabilities
are an approximation of this, and it turns out
that almost nobody even uses capabilities just
because they are complex enough to administer
that they are of dubious value in many cases.
The notion of an extended “suid” bit (with an
ELF header of capabilities) has been bandied
around for a long time, and the fact is that it
would be a total maintenance nightmare. And
that’s thesimplecase.

This is where Linux is now, and this is where
we’ll remain, unless we get the alternative:

• truly generic. No “MLS” vs “TE” vs “uid==0”
vs “capability” at ALL. Something where the
“uid == 0” version of security is just one case
(which the embedded people might use), or
where SELinux would be just a matter of load-
ing the SELinux module and installingthat se-
curity model.

Quite frankly, nobody seems to be interested in actu-
ally trying to do the latter. Everybody has theirown
particular flavour that they want to push, and don’t
realize that I cannot accept that as a maintainer.

. . .

Taking that as a call to arms, and a clear indication of
what will and will-not be accepted into the the main-line
Linux kernel, the Linux Security Module (LSM) [LSM]
project was established.

But it seems to the author that everyone is missing the
bigger picture. Once the LSM is in place, Linux will have
the ability to change its security policy with something as
simple as loading a kernel module. But what about the
applications ?

Applications have security policies too, for example.

• id would like to display policy specific information
(ie MAC label, capapility information)

• ls needs to be able to display policy specific infor-
mation such as any capabilities attached to a file (us-
ing extended attributes)

• find would like to be able to search for files that
have certain policy specific information.

• ps would like to know the attributes for a process.

• X needs to know if it can allow cut-and-paste be-
tween two windows.

• sendmail has to be able to decide if an email mes-
sage to a user is allowed given the corresponding se-
curity attributes of the message and user.

These examples of application access control are not
fanciful, today Trusted Irix[Trix], a traditional MLS sys-
tem has support for each of these. Any system that expects
to meet the common criteria [CC] for a trusted system and
be useful in the commercial environment (as opposed to
a research project) will probably need simmiliar function-
ality.

Without some common mechanism for obtaining ac-
cess control information, each one of these applications
will need to be modified in a policy specific manner. This
will lead to code-forking or code-bloat. Either the owners
of the applications will refuse policy specific code (fol-
lowing Linus’s example) or it will be accepted and appli-
cations will have to code for every policyon a run-time
basis. An application coded to usemac dominate() is
going to have problems if the MLS security module (im-
plementing themac * system calls) is unloaded and a the
TE module is loaded instead. Even if this was done at
a reboot, there would still be problems. Would changing
the policy mean that a whole new set of key applications
would need to be installed ?

The problem is only heightened by the fact that the ap-
plications that are going to be most affected by a policy
change are the very ones that are most security relevent.

2 A Solution

The same situation was present in a different part of se-
curity relevent application code a few years back. Ev-
ery application was coded to perform its own authorisa-
tion. Then people wanted to start using alternative au-
thorization policies than the classic ’enter password’, they
wanted ’time of day’, biometrics and location policies that
could be tailored to a site without changeing the applica-
tion. They wanted a Plugable Authorization Mechanism.

Is Access Control, that much different to Authorization
? Yes, for a start its much harder. Accss control is more
of a dialog than the simpler “if I’m not authorized then
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exit” approach of most programs that require authoriza-
tion. Developing a policy independent API is not going to
be easy, however that shouldn’t stop us from developing
the idea of Plugable Access Control Modules, aka PACM
(pronounced pac’em).

2.1 Design Requirements

• Must be able to obtain security attributes for existing
processes, files, sockets, and System V IPC.

• Must be able to modify process/file/socket/IPC at-
tributes.

• Must be coded in C for maximum useablility. Mod-
ules should be able to be coded in any language that
is callable from C. Much as netfilter allows firewalls
to be written in perl, there should be nothing to stop
someone from using python to experiment with new
security models.

• Must be thread safe.

• Applications should be able to be linked against both
the PACM library and a given policy file statically, so
that rescue disks can be built.

This will not be either the default or the reccom-
mended practise, but its important for certain key ap-
plications that it be possible.

• It should be possible to stack the modules and for
information to be shared between co-operating mod-
ules.

The proposed architecture of PACM is heavily influ-
enced by that of PAM, if for no other reason that it seems
to work.

An application that uses PACM will link against a sin-
gle library that is responsible for parsing the application
specfied configuration file and loading all the modules
listed.

Applications specify a name that the library will then
use to obtain the list of moduyles that will implement
the policies. The name is the name of a configura-
tion file that resides in the PACM configuration directory
(/etc/pacm.d), the file has the following syntax.

type DSO args

Type is a simple means to limit which DSOs are used
for a particular access decision, the following types are
anticipated.

identity this module returns identity relevent
information.

privilege this module return information re-
garding any privilege information.

cando this module provides comparison
functionality.

DSOis the full pathname to a PACM module, these will
normally live in/lib/security.

Args are module specific arguments that a site can use
to change the default behaviour of the module, these will
be documented by the module in question.

On the initializarion of the library by an application, a
single function will be called (pacm init module() ),
this will initialize a structure with function pointers for
the exact services that the module support. By adopting
this design it supports the design goal of allowing poli-
cies to be linked into the application (defining well known
function like PAM does will stop multitple modules being
loaded into a single binary with “multiple references”).

2.2 The Goals of PACM

Cross-platform Most of the code that is likely to bene-
fit ftom this framework is used on multiple operat-
ing systems, the framework should not be Operating
system or architecture specific (polices can/will be).
The side affect is that there must be a license firewall
that allows both open source and commercial aplica-
tions to use the code with no fear of contamination
from any license that an individual module may be
under. This means that all core code should be li-
censed under the BSD license.

It must be easy for applications to useThe cost/benefit
of adding PACM support to an application must be
significant against the cost of maintaining separate
code bases or writing application specific run-time
selection of policy specific APIs. This implies the
API is both easy to understand and fits in with cur-
rent mechanisms, so applications do not need to be
re-architected to use it.
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It should be easy to write new modulesLSM is going
to spawn a new interest in security policies, it should
be no harder to write the PACM module than it is
to write the kernel module. If all the policy logic
is implemented in the policy LSM, then the PACM
module should need to do little more than call policy
specific system calls.

Prove the conceptPACM should ship with the modules
that implement multiple LSM policies to prove it
works, at a minimum, classic unix, capabilities, and
one manditory access module. Key applications
should be ported to use PACM to prove the concept
and act as the backdrop for a tutorial.

Stand on a shoulders of giantsReuse concepts, code
and experience. PAM works and is fammiliar, use
it as a model, but not religiously.

The design discussed in this proposal is heavily based
on the PAM design and methodology; administrators con-
struct a policy file (see 4.1.1 for an example), policy writ-
ers develop a shared library that supports their policy, ap-
plication programmers write to the application API for the
functionality they require.

It is debatable whether the need to wrap such Unix’isms
asuid , gid or groups is needed, PAM decided not to,
PACM proposes that we do, one reason is to allow the
complete solution to be examined, but there is also the
fact that existing applications do assume that auid of 0
is special, with a policy that supported pure capabilities,
this is no longer true.

3 Attributes

The design of PACM is based around the concept of se-
curity attributes, so there needs to be some way to obtain
the attributes, set the attributes, compare attributes for any
combination of subjects and objects (using MLS terminol-
ogy).

Work is ongoing in specifying both the application and
module APIs [PACM].

Applications use of security attributes can be broken
down into three types.

1. those that only present security relevent information
to users (id , ls , ps , etc.)

port
25

sendmail

Fork

child

Accept
SMTP

Connections

Recieve
Message

Set process
Attributes

Invoke
Delivey
Program

Exit

Set UIDs to those of the recipient

Figure 1: Simplified Control Flow of Sendmail

2. those that make decisions using system security
relevent information (sendmail ).

3. those that perform their own decisions using appli-
cation specific security information (X).

Throughout this section we will consider the case of
sendmail , which from a simple block diagram looks
like figure 1.

3.1 Getting Attributes

From figure 2 it can be seen that the first place where at-
tributes are needed is to determine those of the incom-
ing message, by querying the attributes of the socket
that has been opened. In traditional MLS systems
with TSIX trusted networking, this would be as sim-
ple as a call tot6recvfrom() followed by calls to
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port
25

sendmail

Fork

child

Configure
Socket

Accept
SMTP

Connections

Recieve
Message

Set process
Attributes

Check
Message
Attributes

Invoke
Delivey
Program

Exit

Query socket attributes and set
current process to those

Set UIDs to those of the recipient

Is recipient cleared to message attributes?

Cleared

No
Clearance

Figure 2: Simplified Access Control in Sendmail
[Sendmail]

t6get attr(T6 CLEARANCE,...) to extract the
MAC label for passing tomac set proc() .

Because TSIX is typically only found on traditional
MLS systems with IPv4 and we want to allow future mi-
gration to IPsec, we would need replacements for this
level of functionality.

3.1.1 Possible API

pacm attr t pacm get socket( pacm t handle , int
sfd ) ;
pacm attr t pacm get process( pacm t handle , pid t
pid ) ;

3.2 Setting Attributes

Once we have the attributes of the socket, we need to
change those of the process to match. We could explic-
itly set the attributes that we need, but we don’t always
know what those will be.

3.3 Cloning Attributes

Because of the inherent difficulty in specifiying a generic
attribute for anything interesting, the initial proposal at-
tempts to solve the special case with the expectation
that this will lead to a general solution at a later date.
Rather than allowing applications to simply create an ob-
ject/subject with a given attribute, we instead take aselec-
tive breedingapproach. This requires more work, but it is
at least achieveable.

The crux ofselective breeedingstems from the obser-
vation that applications on the whole do not make up the
labels (in MLS terminology) that they wish to use. They
either obtain the information direct from user input (an
example would befind asking the user for an MLS la-
bel to seach for), or from some other subject/object. In
the former case one can solve the problem by documenta-
tion, the find man page could simply say “--sec-attr
priv . priv is a policy specific textural representation
of an attribute to search for. Seepacm --help ”. Docu-
mentation of the actual textural format would be up to the
policy to provide. A central clearing house for all policy
documentation on the system could be obtained by using
the hypothetical command,pacm --help .

In the case we are working through,sendmail should
“merge” the attributes of the socket onto those of the cur-
rent process. In this way the the application doesn’t need
to know about any policy specific types, it just needs to
know that it want to take thePACMCLEARANCEdata
from the socket and use it to set the current processes
PACMCLEARANCElevel.
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3.3.1 Possible API

pacm attr t pacm clone( pacm attr t mother , long
mflags, pacm attr t father , long fflags) ;

3.4 Examining Attributes

Sendmail would probably like to record some details on
what it is doing, this is at least the default case on many
Linux distributions. The file/var/log/maillog records sta-
tus about the messages passing through the machine. On
a trusted system it should probably record the clearance
information as part of the status.

For that to happen we need a way to extract policy spe-
cific information from the attributes. This is the identical
to the requirements for programs such asls , id etc.

A policy module should provide a human readable tex-
tural output representation for any attribute requested, if it
is at all possible they should also make available an inte-
ger format represenation (for example, capabilities could
be represented as a integer value, mac labels not).

If the attribute in question is a list of values, an array
representation should also be available for the application
to query, but the single textural representation must still
be available.

An example is that if the textural representation for
PACMINDIVIDUAL is requested, then the username
should be returned, if it is requested in integer format,
then theuid should be the value.

3.4.1 Possible API

int pacm get attr( pacm attr t subj , long what,
const char *fmt ,... ;

3.5 Making Decisions

In a traditional MLS system, desions are easy, its either
mac dominate() or mac equal() . No information
regarding what the decision will be used for is used in
determining the result and it is up to the application to
implement its own policy by deciding which to use. This
is a flaw in an generic access control mechanism, policies
may want to handle (for example) read, write and create
decisions differently.

So, what we need from the PACM api is tha ability to
pass additional information to the decision making func-

tion that can optionally be used to determine whether the
access is allowed.

To allow for the cases where insufficient attributes are
set on the either the subject or object, Casey Schaufler
[Schaufler] has suggested the return value should not be
a simple boolean value. For example, consider the case
where the capability set is non-existant (which is different
to it being empty). If a access decision would require a
capability to succeed, rather than returnNO, perhapsUN-
LIKELY would be a better response?

int pacm cando( pacm attr t subj , pacm attr t obj ,
pacm action t what) ;

4 Other Applications

4.1 id

The application id is simple, at its basic, it reports the
invokers user id, their group id, and any supplimentary
groups that they belong to.

On Irix, additional command line flags are allowed to
display the capability set (-P ) and the mac label (-M) of
the invoking user.

4.1.1 Configuration File

# id pacm configuration file for a POSIX MLS system
#
# _unix returns INDIVIDUAL, FAMILY and CLUB
identity /lib/security/pacm_unix.so
#
# returns ROLE
identity /lib/security/pacm_posix_mac.so
#
# returns IMPORTANCE
privilege /lib/security/pacm_posix_capabilities.so

4.2 X

X is an interesting case to review, it is the only case so
far considered that needs to perform access control on
application data. It is not surprising that SELinux never
provided a trusted version of X, but left that as a future
project. The access controls are not determined byuid
or gid , but on the X display connection. This of course
requires that we be on a system with trusted networking.
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4.2.1 Configuration File

# x11 pacm configuration file for a CMW system
#
# _t6 returns INDIVIDUAL, FAMILY and CLUB,
# ROLE but only for trusted network sockets.
identity /lib/security/pacm_t6.so
#
# returns IMPORTANCE
privilege /lib/security/pacm_t6.so
#
# uses SGI Access CMW extension
cando /lib/security/pacm_sgi_access.so

For a normal (non-CMW) approach, all that should be
needed is a null file.

# x11 pacm configuration file for a classic X11 system
#
# Nothing here, we’re using default X11 access control
# (once a display is opened, everything is permitted)
#

5 Audit

Where does Audit fit into PACM ? If possible, audit
should be contained in a PACM module, for the same rea-
son as PACM, we don’t want to fork applications just be-
cause audit is a requirement for some cases.

If there is enough information to make an access con-
trol decision, then there should be enough to generate an
audit record.

6 Alternative Approaches

An alternative approach suggest by Casey Schaufler
[Schaufler] would be to extend the TSIX trusted net-
working api to support non-sockets types. While the ap-
proach does have considerable merit in not re-inventing
the wheel, the major problem is that the design of TSIX
stems from an MLS approach where the types of the data
and attribute types are both known by the application.

Another approache would be for an application to code
to an existing standard (POSIX 1e) and for a library to
perform “concept” lookup, so that an application could
reference “dblow” and that would be mapped to an equiv-
ilent meaning under the current policy. The problem with
that is that the mapping would be site specific.

A final possibilty would be to use a little langauge
(XML) so that an application could define its exact re-
quirements for processing, and then for a library to in-

terpret those requirements and return another XML docu-
ment with the results.

7 Conclusion

This document outlines a proposed solution for the design
and implementation of a Plugable Access Control Mech-
anism. A number of issues still stand, is it suitable for all
policy types? The authors experience lies within the MLS
environment, but if this is going to work all policies must
be embraced equally.

Input is sought on any cross-policy issues that need to
be ressolved.
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